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ZSCALER DATA LOSS PREVENTION The Cloud Security Company

Integrated loss protection across web, email and mobile

OVERVIEW

Zscaler Integrates DLP across Web, Email, and Mobile Security, creating

a protected border around your confidential data. Webmail, social
networking, instant messaging, and blogs are firmly established in
corporate networks, and your private business data has never been at
greater risk of loss.

Zscaler DLP leverages the world’s largest global security cloud to
secure your corporate information and IP. Thanks to a unique archi-
tecture that scans all outbound traffic from any device or location,

Integrated Policy.

Zscaler DLP protects against data loss from smartphones, tablets, Simple Administration.
and laptops—all with a single, global policy. Total Control.
BENEFITS

-) Stop data loss across all users,
devices and locations with a
single policy

Gap-Free Prevention

e Stop data loss from road warriors across every device and every
network, with a single cloud policy

¢ Inline enforcement inspects and protects both clear and encrypted ') Ensure compliance and protect
content, not just passive detection and reporting against liability with predefined,

¢ |nspect and control content across web and email, with an as well as custom policy and
integrated, seamless policy real-time reporting

-) Deploy and manage compre-
hensive cloud-delivered DLP in
hours, not months

Compliance and Real-Time Reporting

e Helps meet regulatory and industry compliance—HIPAA, PCl,
FISMA, etc.

e V\iew any transaction, by any user, from any location in seconds . ) .
y » By any ! Y Zscaler integrates web, email, and mobile

* Prevent loss of credit card numbers, sales data, source code, security—one policy, one console, and
SSN, and more W|th bUI|t in, Custom|zab|e p0||cy ohe g|oba| security p|atform_ Ensure gap-
free protection against advanced threats,

0-day attacks, and data theft with one
¢ Deploy and prevent loss in hours, not months seamless solution.

Simplicity and Efficiency

e Pre-configured policies allow for immediate protection, while
custom policy provides unrivaled flexibility

e Free up your IT resources to focus on other projects

Zscaler Incorporated
392 Potrero Avenue
¢ No appliances, software or clients to deploy and manage Sunnyvale, CA 94085, USA
Phone: 1-886-902-7811, or
+1-408-533-0288

¢ No buying excess capacity—cloud scales as you need capacity Fax: +1-678-815-1155

Cost Savings

e Just pay as you go—no patching, no updates and no backhauling

www.zscaler.com
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Global Cloud Coverage attachments. Zscaler’s real-time data security
e World’s |argest web security C|oud—keep your engines |everage multlple DLP Dictionaries to
data safe, regardless of user location or network scan content, documents, PDFs or compressed

archives for potential data loss. Through granu-
lar rules based on user, group or domain, Zscaler
DLP detects and blocks the loss of sensitive data,
including Credit Cards, SSNs, financial statements,
Mobile Device Data Security medical documents, source code and other intel-
e Add compliance to mobile devices—including lectual property.

iPads, iPhones and tablets

e Secure data on any device, anywhere—without
the need to deploy endpoint agents

e Five 9s availability—local, regional and multi-
continent redundancy

e Near-zero latency

Unified Policy and Reporting

To ensure compliance, Zscaler delivers a single,
unified console to create and report on DLP policy

* Enforce a single, consistent user policy across all across all users and locations, even mobile users and
PCs and mobile devices devices. Administrators manage their own policy—
FEATURES with changes instar)tly reflected across the entire
cloud. And, Zscaler’s advanced NanoLog™ technology
DLP ensures administrators can view any compliance issue,
Zscaler scans all data leaving your organization—in- by any user, from any location—instantly.

cluding web traffic and email message body and

DLP AT-A-GLANCE
Global Cloud Platform

Prevent data loss from HQ, remote offices, laptops, smartphones. Full SSL inspection to scan all outbound content.

Real-Time Reporting
Report on any compliance transaction, from any location, in seconds.

Web 2.0 Scanning
Prevent data loss across Web 2.0 applications, social networking, webmail and web-based IM.

Full Payload Inspection
Inline scanning to log or block transactions with confidential data. Inspect Office, Adobe, zipped files and more.

Day-1 Deployment
Start protecting your data immediately, with predefined engines and dictionaries ensure compliance on day-1.

Integrated Loss Prevention
Single policy scans across web and email traffic. Single console for administration and reporting. Seamless
integration into Web, email and mobile security policy.
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