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Unmatched protection against advanced and emerging threats

OVERVIEW
Zscaler Web Security leverages the world’s largest global security cloud to

provide the industry’s only 100% cloud-delivered internet security solution.

And, because it relies on our patented, multi-tenant cloud architecture, it

delivers all the benefits of proactive, real-time security without the need to

deploy and manage appliances, software or agents.

With Zscaler Web Security, IT security teams can instantly create and
deploy granular web-based policies—by user, group, location or action—
to anyone, anywhere and on any device. It’s that easy!

BENEFITS

Gap-Free Security

¢ Instant protection against threats and vulnerabilities without
the need to patch

o Safely embrace the power of Web 2.0 applications and social media
e Easily secure all smartphones and tablets without an agent

Cost Savings

e No appliances, software or clients to deploy and manage

¢ Just pay as you go—no patching, no updates and no backhauling!
¢ No buying excess capacity—the cloud scales elastically as needed

Simplicity and Efficiency
¢ Eliminate complexity and point products—nothing to deploy and manage

¢ Global policy management—one policy follows users all around
the world

¢ On-demand service—direct traffic to the cloud quickly and easily

Compliance and Real-Time Reporting

e Helps meet regulatory and industry compliance—HIPAA, PClI,
FISMA, etc.

e View any transaction, by any user, from any location, in seconds
e Comprehensive DLP across all devices

Global Cloud Coverage

e World’s largest global security cloud

¢ Five 9s availability—Ilocal, regional and multi-continent redundancy
e Near-zero latency
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The Cloud Security Company
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No Hardware.
No Software.
No Compromise.

=) Stops today’s Advanced
Persistent Threats—in real-time

-) Secures Web 2.0 Applications
and Social Media

-) Secures PCs, laptops, smart
phones and tablets

Zscaler integrates web, email, and mobile
security—one policy, one console, and
one global security platform. Ensure gap-
free protection against advanced threats,
0-day attacks, and data theft with one
seamless solution.

Zscaler Incorporated

392 Potrero Avenue
Sunnyvale, CA 94085, USA
Phone: 1-886-902-7811, or
+1-408-533-0288

Fax: +1-678-815-1155

www.zscaler.com
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Mobile Device Security

e Day-1 security for iPads, iPhones, tablets and
Smartphones

e Secure any device, anywhere—all without any agents

e Enforce a consistent user policy across all PCs and
mobile devices

FEATURES

Advanced Threat Protection

Zscaler’s context-aware, zero-hour security scans ev-
ery byte of inbound/outbound traffic to secure devic-
es, users, data and web applications against advanced
threats. Inline ByteScan™, Full SSL scanning and cloud
intelligence protects against botnets, malicious active
content, phishing, XSS attacks and more.

Web 2.0 and Application Control

Leverage the power of Web 2.0 Apps and social media
without compromising productivity or security. Now,
IT teams can easily create granular global policies—based
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on users or groups—for webmail, streaming media,
social networking and IM.

Bandwidth Control

Easily and efficiently allocate bandwidth to prioritize
business-critical web applications over recreational
usage.

URL Filtering

Zscaler enables organizations to limit their expo-

sure to liability by managing access to web content

for users, groups and locations. URLs are filtered

against more than 90 categories, 30 super categories,
and 6 classes.

Unified Policy and Reporting

Zscaler delivers one, unified console to create web
policy across security, internet access manage-
ment and data loss prevention. Administrators
manage their own policy—with changes instantly
reflected across the entire cloud.

WEB SECURITY SUITES AT-A-GLANCE

Global Cloud Platform

Protect HQ, remote offices, laptops and smartphones. Full AD and LDAP Integration.

Real-Time Reporting

Report on any transaction, anywhere, in seconds.

URL Filtering

Granular policy by user, group, location, time, and quota.

Advanced Threat Protection
PageRisk™ and real-time feeds stop phishing, botnets, XSS, anonymizers and more.

Antivirus and Anti-Spyware
Signature based anti-malware and full inbound/outbound file inspection.

Web 2.0 Control

Granular Web 2.0 and application control for streaming media, social networking, webmail and IM.

Data Loss Prevention

Inline scanning to log or block transactions with confidential data. Predefined engines/dictionaries.

Bandwidth Management

Protect bandwidth for web apps by location or time of day. Limit bandwidth consumption.

Web Access Control
Ensure outdated versions of browsers are forced to upgrade.

Mobile Protection
Secure mobile users and data with a single policy across devices and networks.
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